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What are Cyber-Physical Systems?

« Composed of tightly-coupled and deeply-integrated cyber and physical
parts, i.e., C and P are on par with each other!

— Examples: Automobiles (especially, EVs), airplanes, intelligent robots, smart
buildings, electric power grids, health care systems,....

« Some defining characteristics:

_ _r_ capability in every physical process and component



What is then CPS assurance?

« Resilience of integrated C and P to failures, attacks, and other
unexpected events
— Assurance of C alone is NOT, e.g., highly effective IA
— Assurance of P alone is NOT, e.g., heavy-duty locks, doors, chains
— But C and P together is YES i
- How? |
-1 lake C aware of the impact of its decision on P
- sense and respond to P's unassura




Example: Water-Supply Systems

= Forms mutiple loops, connecting a reservior, cities and
towns

= Likely to ‘'measure’ or sense’ water quality and pressure
~ only at reservior and kitchen faucets o

an we do if terorrists mount attacks on water




A Common Misconception

- = Majority of CPSes must sense, process, and respond
~ both correctly and in time

cyber securlty concerns have often been deco




CPS Assurance

 Now, we know how to guarantee CPS timeliness and
achieve a certain level of fault-tolerance, each in
Isolation

~ o But their integration is still hard.

securlty/prlvacy makes it harder, espec
heterogeneity and scale of CPS de



Secure CPSes

e Unlike patch-after-failure for desktops and clusters,
CPSes often must continue operation in spite of security
compromises/threats

- => Must self-secure and self-organize

ity of CPS architectures provides m tip




Research Issues

= Science-based characterization of C-P coupling in CPS assurance
context

= CPS attack and failure models
= |dentification of assurance dimensions

- Characterization and optimization of tradeoffs between diff
assurance dimensions g



Battery management
IS key to green cars!




Batteries for Electric Vehicles

» A total of 36.0% of motorists worldwide
were willing to buy a hybrid car in 2007

| whlle 45.8% were interested In i

asmg an electrlc vehlcle —




Battery Packs for EVs

Manufacturer Tesla Motor
Battery Type Lithium-lon (the size of a double-AA)
# of cells 6831
Output Voltage 415V
Nominal Capacity 54kWh
Charging time 4 to 7 h (via a special charger)
Mileage per charge 250 miles

Battery pack weight 900 pounds




Snapshot of Lithium-ion battery
packs for EVs




Preliminary: Lithium-ion Battery
charge/discharge

Lithium-ion rechargeable battery Lithium-ion rechargeable battery
Discharge mechanism Charge mechanism
asw chﬂrgﬁl'l L LI
: [ Electrons
Current

Electrolyte Electrolyte
(Polymer battery: gel polymer electrolyte) B®2006 HowStuffWorks (Polymer battery: gel polymer electrolyte) 2006 HowStulWorks




Characteristics of real-life battery cells

e Battery output voltage is not constant during

discharge; feedback-based DC-DC

I I ntrmzs 1c ramninirnd
conversion Circi Discharge characteristics of 100Ah Li-ion cell.
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Terminologies

« Weak/faulty cell: its discharge rate may be
larger than those of healthy cells; its impedance
level may be higher (capacity decreases)

Dead battery: Actual capacity retention is lower |
0~80% max nominal capacity




Problems

« Falilure rate for an n-cell battery pack will be n times the
failure rate of the individual cells

« Charging/discharging rate, battery temperature, ambient
‘temperature, internal gas pressure, internal impedance,




Objectives of Our Research

* Increase the actual capacity, the amount
of energy that can be drawn from the
battery packs

. ‘ake each entire battery pack robust




What we propose

 Dependable Battery Management
Framework

~ Configurable battery cell arrangement

» 50% Incr




Key Components of Our

Framework .~
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