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Book: Information Security Lab (free/online)https://tc.gts3.org/cs6265/2020/tut/
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web site: https://tc.gts3.org/cs6265/2020-winter/
calendar: https://tc.gts3.org/cs6265/2020-winter/cal.ntml
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Week1. Lab: Bomb Lab1 (Tut01)

Week?2. Lab: Bomb Lab2 / Shellcode (Tut02, 1h video)
Week3. Lab: Stack Overflow (Tut03-1/Tut03-2, 2h video)
Week4. Lab: Bypassing Stack Protection (Tut04, 1h video)

4, 4o|A 12 Week5. Lab: Bypassing DEP/ASLR (Tut05, 1h video)
Week6. Lab: Return-oriented Programming (Tut06-1, Tut06-2, 2h video)
Week7. Lab: Remote Attacks (Tut07-1, Tut07-2, 2h video)
Week8. Lab: Miscellaneous Topics (Tut08, 1h video)
(optional) Week9. Lab: Exploiting Heap Bugs (Tut09-1, Tut09-2, 2h video)
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Course
Course No. 4190415 Lecture No. | 001 Title Computer Security Credit | 3
(Subtitle)
Assistant
professor
] Name Taesoo Kim (post: | at ) | Homepage https://taecsoo.kim/
Representative Georgia
Instructor Tech
E-mail | taesoo(@gatech.edu Phone No. +1-617-794-5290
Office Hour/Place : | Zoom/TBD
Prerequisite Course

*1. Purpose of Course

This course covers advanced techniques for writing exploits and patching
vulnerabilities, taught through an intense, hands-on security laboratory. A significant
part of this course involves solving Capture-The-Flag (CTF) and discussing strategies
for solving such problems. This course covers a variety of topics including (but not
limited to) reverse engineering, exploitation and binary analysis.

*2.
Reference

Materials

and

Book: Information Security Lab (free/online)https://tc.gts3.0rg/cs6265/2020/tut/
web site: https://tc.gts3.0rg/cs6265/2020-winter/

calendar: https://tc.gts3.org/cs6265/2020-winter/cal.html

*3. Evaluation (%)

Attendance | Assignment | Midterm | Final Addltlopal Attitude | Other | Total
Evaluation
0 90 0 0 0 10 0 100

Attendance Policy :

Students who are absent for over 1/3 of the class will receive a grade
of 'F or U' for the course. (Exceptions can be made when the cause of
absence is deemed unavoidable by the course instructor.)

Other Remarks :
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*4. Lecture Plan

Weekl.
Week?2.
Week3.
Week4.
Weeks.
Week6.

Lab:
Lab:
Lab:
Lab:
Lab:
Lab:

Bomb Labl (Tut01)

Bomb Lab2 / Shellcode (Tut02, 1h video)

Stack Overflow (Tut03-1/Tut03-2, 2h video)

Bypassing Stack Protection (Tut04, 1h video)

Bypassing DEP/ASLR (Tut05, 1h video)

Return-oriented Programming (Tut06-1, Tut06-2, 2h video)
Week7. Lab: Remote Attacks (Tut07-1, Tut07-2, 2h video)

Week8. Lab: Miscellaneous Topics (Tut08, 1h video)

(optional) Week9. Lab: Exploiting Heap Bugs (Tut09-1, Tut09-2, 2h video)

5. Additional Notes for

Students
O Visual Impairment: Make textbooks(digital textbook, braille textbook, enlarged textbook
etc.), Allow note takers
O Physical Disability: Make textbooks (digital textbook), Allow note takers and assistants
Class (O Hearing Impairment: Allow note takers and translators, Allow lecture recording
O Health Impairment: Excuse absence due to health problems, Allow note takers
6 O Learning Disability: Allow note takers
Assistance O Intellectual Disability / Autism Spectrum Disorder: Allow note takers and mentors
for - . - o - . . .
Students O Visual Impairment / Physical Disability / Hearing Impairment / Health Impairment / Learning
with Assignment | Disability: Extend assignment deadlines, Offer alternate assignment submission and response
Disabilities | & method, Extend testing period, Offer alternate testing method, Offer different testing room
Evaluation | ) |nellectual Disability / Autism Spectrum Disorder: Offer individualized assignments and
alternative evaluations
Students who take this course can get appropriate level of support service including the support
listed above depending on the students’ individual characteristics and needs through consultation
Others

with professors and the Support Center for Students with Disabilities. If you have any questions
concerning support service for students with disabilities you can contact Professor ***(Contact
Information) or Support Center for Students with Disabilities (02-880-8787).
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